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Blackbox reality

Your MEA target's software is maze
of technologies and millions of lines
of code. How do you or an advisor
objectively know if it is rock-solid,
efficient, and safe? Interviews,
guesswork, and commodity tools
are no longer enough.

Zero subjectivity

Now, provides the only
way to accurately unearth hidden
flaws and avoid post-deal surprises.
It codifies the key rules for software
resiliency, efficiency, maintainability,
security - based on a ten-year effort
by , MIT, , ;

MRI-like precision

automatically ‘understands’
how complex software works. It
deciphers the application internals
and finds all you must know about
its condition. Today, it is the only
product fully applying ,the
global standard for structural quality.

High-accuracy value & risk assessment done in a week

Machine-generated software intelligence enables deep, ISO-based technology due diligence

() Composition
Complete software bill of
material - own source, open
source, 3-party components.

&) Structural condition
-based view of the

application Reliability, Security,

Efficiency, Maintainability.

) Cloud maturity
Cloud optimization blockers,
estimated remediation effort,
best-fit cloud native services.

&) IPrisks

Legal exposures, security
risks, obsolescence of open-
source used in the software.

() Technical debt

Cost of corrective maintenance
based on spec
and standard.

&) Greenimpact

Opportunities for changing the
code for reducing energy
consumption.
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ISO 5055 Without Any si;e
based developers application
@ At the heart of due

diligence done by

A BAN® BCG BearingPoint.

&) Architectural flaws

Critical flaws in the application
construction. Remediation
actions and effort estimates.

() Costsavings

Opportunities to reduce the
costs of software maintenance
and infrastructure use.

& Benchmarks

Unique comparison of the
application against peers in
same industry.
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Sample report

has good compliance with 1SO-5055 (1/2)
excerpts
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Violations

R 1S0-5055
Y RELIASILITY ———

IP risks identified from Open-Source Software (0SS) analysis
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changes to reduce ITs costs and increase Green Impact I ]casr] :’ ]
| — Green IT Index Violations F
architecture and modernization readiness | :
9 ‘5,2, nts
Front e E ble- 9
Technologies D\ % - Dashboard is composed of angularJs frontend application, 7 fra "
fpe of -
Executive Summary nd
TARGET has one Scape: Appl
software app“cation Wlth Robustness Efficiency Security Changeability Transferability
3.15
overall health per ISO 5055 4 |

issues, however
red flags in and
that can be

fixed with low cost.

The Cloud Migration assessment,
Architecture Deep Dive and
Changeability analysis indicate th
application will Immediate remediation of estimated at maximum XX person-days Il

anticipated boost in business agi
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to enable the Software Intelligence

Critaria Current score  New score  Gain
n Action plan to mitigate identified risks and improve bottom line ] lcasr] -
Find Estimated e
indings Developr Effort 0%
$x o5
Fix before + Review and address Security vulnerabilities development cost
Tumv\ » x immediate priority violation found in custom application components that should be reviewed ASAP. » x person-day
signing & D » x direct license risks and x components with x unique critical CVEs identified out of xx open-source > for own code Gain
closing components detected. Consult an IP lawyer to clear up the impact or explore alternative libraries. For » x person-days =
CVEs, upgrade to newer versions when possible. for 3 party code
\
+ Oppol s for Security and Efficiency of the application 101%

lopment
» xxx violations added to the action plan for near term, including xx cases of error and exception develoniet cot
handiing, x for sql an handiing performance and xx for input valicatio

diing, x for sql and data hai g perfc ce an for input validation » xx person-days

- Oppol s for securing ope P for own code
> xx components with xx high CVES and x components with x medium CVEs identified. These should be » X person-days
reviewed for production risk for 3 party code
-0 for cl Trar Efficiency and Security of the application
Mid & Long- » xx violations added to the action plan for mid term, including xx cases of expensive calls in loops, xx for Continuous
term actions memory and network and disk space management > improvement

» xx violations added to the action plan for long term, including xx cases of volume of comments

Download the sample report
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